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(57) ABSTRACT

A component of a railway track system is locally operated.
The railway track system is operated while local operation
of a component of the railway track system is enabled. A
component identifier which identifies the component of the
railway track system is queried using a mobile radio termi-
nal via a close-range communication link and the identifier
is transmitted to a control or signal box device via a radio
link The component identifier of the component is checked
in the control or signal box device, and, if the identifier
check is successful, an enable command is generated which
enables local operation of the component.
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1
LOCAL OPERATION OF A COMPONENT OF
A RATILWAY TRACK SYSTEM

BACKGROUND OF THE INVENTION
Field of the Invention

The invention relates to a method for operating a railroad
track system, enabling a component of the railroad track
system to be locally controlled by an operator.

For operating an extensive railroad track system which is
monitored and/or controlled by a control or interlocking
facility, it is advantageous if at least some of the components
of the railroad track system can be directly maintained,
inspected or repaired locally by an operator. In general, local
operation requires the presence of the operator on-site as
well as communication between the operator and the control
or interlocking facility in order to prevent a hazardous
situation. The personnel in the control or interlocking facil-
ity currently communicate by telephone with the operator on
the ground.

BRIEF SUMMARY OF THE INVENTION

The object of the invention is to specify a method for
operating a railroad track system whereby a component can
be operated in a particularly safe manner with the assistance
of operators locally.

This object is achieved according to the invention by a
method of operating a railroad track system wherein local
operation of a component of the railroad track system is
enabled. Advantageous embodiments of the method accord-
ing to the invention are set forth in sub-claims.

It is accordingly provided according to the invention that,
using a mobile communication device, a component 1D
identifying the component of the railroad track system is
requested via a short-range communication link, and this
component ID is transmitted via a radio link to a control or
interlocking facility, the component ID of the component is
checked in the control or interlocking facility and an enable
command allowing local operation of the component is
generated if the ID check is successful.

An important advantage of the method according to the
invention is that this inventively provided short-range com-
munication between the mobile communication device and
the component to be operated enables a check to be per-
formed to ascertain whether the operator wishing to under-
take or initiate an operator control action is actually in
immediate proximity to the component to be operated. Only
if a short-range communication link exists or has existed
will it be assumed that the operator is actually on-site and
that operator-assisted operation of the component can be
permitted. In other words, the inventive concept is therefore
that the performance of operator control actions or partici-
pation in operator control actions can be prevented unless
the operator is demonstrably on-site and able to monitor the
operator control action.

For example, the short-range communication link can be
established in accordance with the NFC (Near Field Com-
munication) standard. The radio link is preferably a long-
range link, e.g. in accordance with the GSM, GPRS, UMTS
or EDGE standard.

The mobile communication device can be a cell phone or
smart phone enabling both NFC and long-range communi-
cation (e.g. Google Nexus S and Samsung Galaxy S2).
Alternatively, the mobile communication device can be a
portable computer, e.g. in the form of a laptop or tablet; in
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this case it is only necessary to provide a short-range
communication component and a radio component for the
radio link which are connected to the computer via inter-
faces.

In order to ensure that the component IDs received by the
control or interlocking facility are current, it is regarded as
advantageous if the component sends, as a component ID or
in addition to the component ID, a signed time stamp to the
mobile communication device via the short-range commu-
nication link and this signed time stamp is transmitted via
the radio link to the control or interlocking facility, the
signed time stamp is checked in the control or interlocking
facility to verify that it is current and the enable command
is generated if the signed time stamp is current. A signed
time stamp enables the component ID transmitted to the
control or interlocking facility to be checked to verify that it
is current and establish when the operator has been in direct
proximity to the component to be operated.

In the control or interlocking facility it is preferably also
checked whether the mobile communication device or the
registered user of the mobile communication device is
authorized to exercise control over the component in ques-
tion.

In order to ensure that, in the case of operator control
actions extending over a longer period, the operator is
actually present during the entire operation, it is considered
advantageous if the ID check described or more specifically
the signature checking and generation of the enable com-
mands are repeated at regular or irregular intervals.

The enable command preferably allows remote control of
the component by control commands, in particular voice
control commands, which are transmitted from the mobile
communication device to the control or interlocking facility
via the radio link.

The control commands or voice control commands which
are transmitted from the mobile communication device to
the control or interlocking facility are preferably imple-
mented by the control or interlocking facility by the latter
sending actuating signals via the radio link to the mobile
communication device and the mobile communication
device forwarding the actuating signals to the component via
the short-range communication link.

Alternatively, the control commands or voice control
commands which are transmitted from the mobile commu-
nication device to the control or interlocking facility are
implemented by the control or interlocking facility by the
latter transmitting these actuating signals to the component
via a link excluding the mobile communication device.

In the last mentioned variant, it is considered advanta-
geous if the control or interlocking facility transmits the
actuating signals via a control cable interconnecting the
control or interlocking facility and the component.

The component to be operated locally can preferably be a
keylock device containing a key for local operation of
another component. In this case the enable command pref-
erably releases the keylock device.

The enable command for the keylock device is transmit-
ted via the radio link from the control or interlocking facility
to the mobile communication device and from there to the
keylock device via the short-range communication link.

Alternatively, the control or interlocking facility can
transmit the enable command via a control cable intercon-
necting the keylock device and the control or interlocking
facility.

The invention also relates to a component of a railroad
track system, in particular to a component suitable for being
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monitored and/or controlled by a control or interlocking
facility of the railroad track system.

It is inventively provided that the component has a
short-range communication device and a control device
connected to the short-range communication device, and
that the control device is suitable for processing an interro-
gator signal which is received via the short-range commu-
nication link and used to request a component ID identifying
the component, and for transmitting an ID signal containing
the component ID of the component, in particular a signature
signal, via the short-range communication link.

In respect of the advantages of the component according
to the invention, reference is made to the above description
relating to the method according to the invention, as the
advantages of the method according to the invention corre-
spond to those of the component according to the invention.

It is considered advantageous if the component is a
keylock device which can be unlocked by the control or
interlocking device to release the key.

The invention also relates to a control or interlocking
facility for monitoring and controlling least one component
of a railroad track system. It is inventively provided that the
control or interlocking facility comprises a computer device
which, on receiving a component 1D identifying the com-
ponent of the railroad track system, is programmed to check
the ID and, if the ID check is successful, to generate an
enable command enabling local operation of the component.

In respect of the advantages of the control or interlocking
facility according to the invention, reference is made to the
above description relating to the method according to the
invention, as the advantages of the method according to the
invention correspond to those of the control or interlocking
facility according to the invention.

The invention will now be explained in greater detail with
reference to exemplary embodiments and the accompanying
drawings in which, by way of example

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWING

FIG. 1 shows an exemplary embodiment of an arrange-
ment comprising a control or interlocking facility for oper-
ating a railroad track system, wherein, using the example of
a keylock device, a method for verifying the local presence
of a mobile communication device is illustrated, wherein the
method involves forwarding an enable command for releas-
ing the keylock device via a control cable,

FIG. 2 shows the forwarding of an enable command for
releasing the keylock device according to FIG. 1 via a radio
link,

FIG. 3 shows an exemplary embodiment of an arrange-
ment comprising an exclusively radio controlled keylock
device,

FIG. 4 shows an exemplary embodiment of an arrange-
ment comprising a control or interlocking facility for oper-
ating a railroad track system, wherein, using the example of
a switch, a method for verifying the local presence of a
mobile communication device and for local operation of the
switch is illustrated by way of example, wherein the method
involves transmitting actuating signals from the control or
interlocking device to the switch via a control cable,

FIG. 5 shows, on the basis of the arrangement according
to FIG. 4, a method variant in which actuating signals are
transmitted from the control or interlocking device to the
switch via the mobile communication device, and

FIG. 6 shows direct control of the switch by the mobile
communication device, wherein actuating signals are gen-
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erated by the mobile communication device and transmitted
to the switch via a short-range communication link.

In the figures, the same reference characters are always
used for identical or comparable components for the sake of
clarity.

DESCRIPTION OF THE INVENTION

FIG. 1 illustrates a section of a railroad track system 10
showing, among other things in FIG. 1, a first component in
the form of a keylock device 20 and a second component in
the form of a switch 30.

The switch 30 is capable of local operation e.g. for
maintenance, repair or troubleshooting purposes and is
accordingly equipped with an operator control device 31. In
order to ensure that the operator control device 31 can only
be used by authorized personnel, the switch 30 also has a
lock 32 which protects the operator control device 31 from
unauthorized access. In order to enable the operator control
device 31 to be operated, the lock 32 must first be unlocked
by means of a key 33. The key 33 for unlocking or releasing
the lock 32 is in the keylock device 20 which stores the key
33 and protects it from unauthorized access by third parties.
Authorized operating personnel can gain access to the key
33 by the keylock device 20 being opened from a centralized
location. For this purpose the keylock device 20 is connected
to a control or interlocking facility 50 by a control cable 40.

The keylock device 20 according to FIG. 1 is also suitable
for communicating with a mobile communication device 60
locally, i.e. in immediate proximity to the keylock device 20.
For this purpose the keylock device 20 has a short-range
communication device 21 which interacts with a control
device 22 of the keylock device 20. The short-range com-
munication device 21 enables the keylock device 20 to
maintain a short-range communication link 70 with the
mobile communication device 60.

The short-range communication device 21 and the control
device 22 of the keylock device 20 can constitute, for
example, a so-called RFID tag.

The short-range communication can be based, for
example, on the so-called NFC (Near Field Communication)
standard as is currently available on mobile communication
devices (e.g. Google Nexus S and Samsung Galaxy S2).

It can also be seen from FIG. 1 that the mobile commu-
nication device can communicate with the control or inter-
locking facility 50, namely via a radio link 80. As FIG. 1
shows, the radio link 80 is established via a radio device 90
which can be part of the control or interlocking facility 50
as an internal component or alternatively can be a separate
external component which is connected to the control or
interlocking facility 50 via a connecting cable, as FIG. 1
shows by way of example.

The control or interlocking facility 50 has a computer
device 100 which, on the basis of appropriate programming,
constitutes, among other things, a verification module 110
and a component control module 120.

The arrangement according to FIG. 1 can be operated, for
example, as follows:

If an operator wishes to operate the operator control
device 31 of the switch 30, e.g. for maintenance, repair or
troubleshooting purposes, he/she requires for this purpose
the key 33 which must be inserted into the lock 32. As the
key 33 is in the keylock device 20 in the operating state
shown in FIG. 1, the operator must gain access to the key 33
and first unlock the keylock device 20.

In order to achieve said unlocking or releasing of the
keylock device 20, the operator will use the mobile com-



US 9,434,396 B2

5

munication device 60 to establish a short-range communi-
cation link 70 with the short-range communication device 21
of the keylock device 20 and transmit an interrogator signal
AS to the short-range communication device 21 and the
control device 22.

With the interrogator signal AS, the mobile communica-
tion device 60 requests the keylock device 20 to transmit a
component ID identifying the keylock device 20 to the
mobile communication device 60. The keylock device 20
will preferably communicate the component ID in the form
of a signature and transmit a signature signal SIS containing
the signature to the mobile communication device 60 as an
1D signal which contains or specifies the requested compo-
nent ID.

The signature signal SIS can contain a time stamp, for
example, which is signed with a signature key stored in the
keylock device 20. Such a signed time stamp preferably
indicates the time of day at which the signature signal SIS
has been generated. The signature with the signature key
protects the signature signal SIS of the keylock device 20
from falsification or manipulation, e.g. by the mobile com-
munication device 60.

When it has received the signature signal SIS, the mobile
communication device 60 will transmit it via the radio link
80 and the radio device 90 to the control or interlocking
facility 50. The mobile communication device 60 will also
preferably transmit its own identifier KE with which the
mobile communication device 60 identifies itself to the
control or interlocking facility 50.

The signature signal SIS is checked by the computer
device 100 or more precisely by the verification module 110
which constitutes the computer device 100 as part of a
predefined signature verification procedure. In this proce-
dure, the verification module 110 will preferably check
whether the signature signal SIS contains a signed time
stamp giving the time of day of the generation of the
signature signal SIS. The verification module 110 will then
preferably only generate an enable command FB for releas-
ing the keylock device 20 if both the time stamp contained
in the signature signal SIS is sufficiently current and the
identifier KE identifies a mobile communication device 60
which is authorized to open the keylock device 20 and/or to
operate the switch 30. If these conditions are not fulfilled,
the verification module 110 will refuse a release and will not
generate the enable command FB.

In the following it will be assumed, for example, that
signature verification was successful and the verification
module 110 has generated the enable command FB. The
enable command FB is fed from the verification module 110
to the component control module 120 which transmits the
enable command FB to the keylock device 20 via the control
cable 40.

As soon as the control device 22 has received the enable
command FB via the control cable 40, it will release the key
33 present therein, e.g. by unlocking a locking flap of the
keylock device 20, thereby making the key 33 accessible.

As soon as the keylock device 20 has been opened, the
owner of the mobile communication device 60 can remove
the key 33, unlock the lock 32 and operate the operator
control device 31 of the switch 30 for maintenance, repair or
troubleshooting purposes.

FIG. 2 shows another variant for operating the keylock
device 20 according to FIG. 1. In this variant, the enable
command FB is not transmitted from the verification module
110 to the keylock device 20 via the component control
module 120 and the control cable 40 but is instead trans-
mitted to the mobile communication device 60—preferably
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in encrypted form—via the radio link 80. As soon as the
mobile communication device 60 has received the enable
command FB, it will transmit it via the short-range com-
munication link 70 to the short-range communication device
21 from where the enable command FB is fed to the control
device 22. As soon as the control device 22 has received the
enable command FB and successfully decrypted it, it will
release the keylock device 20 and allow access to the key 33
as has already been explained in connection with FIG. 1.

As both the signature signal SIS and the enable command
FB are transmitted via the radio link 80 in the variant
according to FIG. 2, a control cable 40 between the control
or interlocking facility 50 and the keylock device 20 is
unnecessary. Such a control cable 40 can typically be
dispensed with, as shown by way of example in FIG. 3.

FIG. 4 shows another exemplary embodiment of an
arrangement in which local operator control is possible.
Ilustrated here is a switch 30 which is equipped with a
control device 34 and a short-range communication device
35. The short-range communication device 35 provides a
short-range communication link 70 between the switch 30
and a mobile communication device 60 which is located in
immediate proximity to the switch 30.

If an operator wishes to operate the switch 30 locally, e.g.
for maintenance, repair or troubleshooting purposes, the
control or interlocking facility 50 will check whether the
operator or rather the mobile communication device 60
registered to the operator is in the vicinity of the switch 30.
In order to initiate local verification of this kind, the mobile
communication device 60 will first generate an interrogator
signal AS and transmit it via the short-range communication
link 70 to the short-range communication device 35 of the
switch 30. The interrogator signal AS is fed from there to the
control device 34 which processes the interrogator signal AS
and generates a signature signal SIS. The signature signal
SIS can contain, for example, a signed time stamp which
contains the time of day of signature signal generation in
signed form.

The signature signal SIS is sent via the short-range
communication device 35 to the mobile communication
device 60 and is transmitted from there via the radio link 80
to the control or interlocking facility 50. During transmis-
sion of the signature signal SIS, the mobile communication
device 60 will also preferably transmit its own identifier KE
which allows the mobile communication device to be iden-
tified.

When it has received the signature signal SIS, the veri-
fication module 110 constituted by the computer device 100
of the control or interlocking facility 50 will check the
signature signal and generate an enable command FB for the
component control module 120 if the signature check has
been successful. As part of signature checking, the verifi-
cation module 110 will preferably check both whether the
signed time stamp contained in the signature signal SIS is
current and whether the mobile communication device 60 or
rather its user is authorized to exercise control over the
switch 30. The release signal FB is not generated unless both
conditions are fulfilled.

As soon as the component control module 120 has
received the enable command FB, it will permit remote
control or rather local operation by the mobile communica-
tion device 60. Local operation of this kind can mean, for
example, that the mobile communication device 60 trans-
mits control commands SB to the control or interlocking
facility 50 for controlling, e.g. displacing, the switch 30. The
incoming control commands SB will be checked for feasi-
bility by the component control module 120 of the control or
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interlocking facility 50 and, if the control commands SB are
feasible, will generate corresponding actuating signals SS
which are transmitted to the switch 30 via the control cable
40.

In the exemplary embodiment according to FIG. 4, the
switch 30 is operated locally by a form of remote control
which involves the radio link 80 and the control or inter-
locking facility 50. The control commands SB which are
generated by the mobile communication device 60 are
processed by the component control module 120 into actu-
ating signals SS which are transmitted via the control cable
40 to the control device 34 of the switch 30 so that the
control device 34 can implement them.

As an alternative to transmitting the actuating signals SS
via the control cable 40, the actuating signals SS can also be
transmitted via the radio link 80. Such an embodiment is
shown by way of example in FIG. 5.

It can be seen from FIG. 5 that, on receiving the enable
command FB from the verification module 110, the com-
ponent control module 120 processes incoming control
commands SB into control signals SS which are transmitted
to the mobile communication device 60 via the radio device
90 and the radio link 80. The mobile communication device
60 will then transmit the actuating signals SS via the
short-range communication link 70 to the short-range com-
munication device 35 which forwards them to the control
device 34 for implementation.

In order to prevent the mobile communication device 60
from generating the actuating signals SS automatically and
without the knowledge or involvement of the control or
interlocking facility 50, the actuating signals SS are prefer-
ably created in encrypted form so that the control device 34
of the switch 30 can check whether the actuating signals SS
actually come from the control or interlocking facility 50 or
more specifically are authorized by the latter.

The transmission of the control signals SS from the
control or interlocking facility 50 by the radio link 80 and
the mobile communication device 60 to the short-range
communication device 50 as described in connection with
FIG. 5 can also be replaced by direct transmission of the
control commands SB to the switch 30. This is shown by
way of example in FIG. 6.

In the exemplary embodiment according to FIG. 6, sig-
nature verification by the verification module 110 can take
place, for example, exactly as described in connection with
FIGS. 4 and 5. After the verification module 110 has
generated the enable command FB, the component control
module 120 will forward the enable command FB to the
control device 34 via the control cable 40. This activates the
control device 34 to receive further actuating signals SS
coming from the mobile communication device 60 via the
short-range communication link 70. This therefore makes it
possible for the mobile communication device 60, after
successful signature verification and after receipt of the
enable command FB in the control device 34, to generate
actuating signals SS automatically and transmit them
directly via the short-range communication link 70 to the
short-range communication device 35 and therefore to the
control device 34. Direct control of the switch 30 by the
mobile communication device 60 or rather its actuating
signals SS will preferably only be permitted by the control
or interlocking facility 50 if it has ensured by means of other
appropriate safety measures that the switch 30 can be
operated, e.g. displaced, in any manner by the operator
locally without affecting the safety of the railroad track
system 10.
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Although the invention has been illustrated and described
in detail by preferred exemplary embodiments, the invention
is not limited by the examples disclosed and other variations
may be inferred there from by the average person skilled in
the art without departing from the scope of protection sought
for the invention.

LIST OF REFERENCE CHARACTERS

10 railroad track system

20 keylock device

21 short-range communication device

22 control device

30 switch

31 operator control device

32 lock

33 key

34 control device

35 short-range communication device

40 control cable

50 control or interlocking facility

60 mobile communication device

70 short-range communication link

80 radio link

90 radio device

100 computer device

110 verification module

120 component control module

AS interrogator signal

FB enable command

KE identifier

SB control command

SIS signature signal

SS actuating signal

The invention claimed is:

1. A method for operating a railroad track system, wherein
local operation of a component of the railroad track system
is enabled, the method comprising:

requesting, with a mobile communication device via a

short-range communication link, a component ID iden-
tifying the component of the railroad track system;

transmitting the component ID of the component via a

radio link to a control or interlocking facility;
checking the component ID of the component in the
control or interlocking facility; and

if the ID check is successful, generating an enable com-

mand enabling the local operation of the component.

2. The method according to claim 1, which comprises

transmitting with the component as the component 1D, or

in addition to the component 1D, a signed time stamp
to the mobile communication device via the short-range
communication link and transmitting the signed time
stamp via the radio link to the control or interlocking
facility;

checking in the control or interlocking facility the signed

time stamp to ascertain whether or not the time stamp
is current; and

generating the enable command if the signed time stamp

is current and authorizing the mobile communication
device or a user to which the mobile communication
device is registered to exercise control over the com-
ponent.

3. The method according to claim 1, wherein the enable
command allows remote control of the component by con-
trol commands that are transmitted from the mobile com-
munication device to the control or interlocking facility via
the radio link.
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4. The method according to claim 3, wherein the control
commands are voice control commands.

5. The method according to claim 1, which comprises
implementing the control commands received by the control
or interlocking facility from the mobile communication 3
device by transmitting actuating signals from the control or
interlocking facility to the mobile communication device via
the radio link and forwarding the actuating signals from the
mobile communication device to the component via the
short-range communication link.

6. The method according to claim 5, wherein the control
commands are voice control commands received by the
control or interlocking facility from the mobile communi-
cation device and the voice control commands are converted
to corresponding actuating signals by the control or inter-
locking facility prior to transmitting the actuating signals to
the mobile communication device.

7. The method according to claim 1, which comprises
implementing the control commands received by the control
or interlocking facility from the mobile communication
device by transmitting actuating signals from the control or
interlocking facility to the component via a link excluding
the mobile communication device.

8. The method according to claim 7, wherein the control
commands are voice control commands received by the
control or interlocking facility from the mobile communi-
cation device and the voice control commands are converted
to corresponding actuating signals by the control or inter-
locking facility prior to transmitting the actuating signals to
the component.

9. The method according to claim 7, which comprises
transmitting the actuating signals from the control or inter-
locking facility via a control cable interconnecting the
control or interlocking facility and the component.

10. The method according to claim 1, wherein the com- 35
ponent is a keylock device containing a key for local
operation of another component, and wherein the enable
command releases the keylock device.

11. The method according to claim 10, which comprises
transmitting the enable command for releasing the keylock
device via the radio link from the control or interlocking
facility to the mobile communication device and from the
mobile communication device to the keylock device via the
short-range communication link.
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12. The method according to claim 10, which comprises
transmitting the enable command from the control or inter-
locking facility via a control cable interconnecting the
keylock device and the control or interlocking facility.
13. A component of a railroad track system, comprising:
a short-range communication device and a control device
connected to said short-range communication device;
said control device being configured for processing an
interrogator signal received by said short-range com-
munication device via a short-range communication
link and requesting a component ID identifying the
component; and
said control device being configured for transmitting an
1D signal containing the component ID of the compo-
nent via the short-range communication link.
14. The component according to claim 13, wherein the
component is a keylock device configured to be unlocked by
a control or interlocking facility of the railroad track system
to release a key of the keylock device.
15. An assembly in a railroad track system, the assembly
comprising:
a railroad track system component having a short-range
communication device and a control device connected
to said short-range communication device;
said control device being configured for processing an
interrogator signal received by said short-range com-
munication device via a short-range communication
link and requesting a component ID identifying the
component; and

said control device being configured for transmitting an
1D signal containing the component ID of the com-
ponent via the short-range communication link;
a control or interlocking facility for monitoring and
controlling said railroad track system component, said
control or interlocking facility having:
a computer device programmed to:
upon receiving the component ID identifying said
railroad track system component, check the compo-
nent ID; and

if the ID check is successtul, generate an enable com-
mand enabling a local operation of the said railroad
track system component.
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